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Executi ve Summary

The global Somali diasporas are widespread and well connected, and beginning in the mid-late
1980s, Canada became home to a significant Somali-diaspora population. Since the civil war began in
1991, many parts of Somalia remain in a state of protracted humanitarian crisis and remittances from
the Somali diaspora have become a crucial lifeline for Somalia. Twenty-five to forty-percent of the
countryds GDP comes fr om di-Somahklonay SenedcasiBtisinesses (MSB)
facilitate these transfers but their ability to transfer funds has been increasingly limited in recent years.
Canadian banks have closed many Somali-Canadian MSB bank accounts consistent with an
international trend of de-risking, which has substantially disturbed remittance transfers to Somalia,
despite MSB o weoEconspbiance with stricttregyulations. This international trend is rooted
in the geopolitical legacy of the Global War on Terror and international efforts to purportedly reduce the
risk of money laundering and terrorist financing. As a result, money transfers to Somalia are now
facilitated through expensive third-party accounts (such as larger MSB organizations like Dahabshiil) or
informal, and often unmonitored, alternatives.

This research provides recommendations for stakeholders to address the complex problem of
money-transfers particular to Somali-Canadian MSBs. The research undertakes a multi-faceted
analysis of the roots of Somali de-risking and includes considerations of its implications for the Somali-
Canadian diaspora, and for development in Somalia.
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Figure 1: Stakeholder Map
AML T Anti-Money Laundering, CTF i Counter Terrorism Financing,
FATF 1 Financial Action Task Force
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Recommendations for MSB Owners

MSB owners should explore a relationship with the Canadian Money Services Business
Association, which participates in the Advisory Committee on Money Laundering and Terrorist
Financing. Furthermore, they should review their anti-money laundering (AML) and counter-terrorist
financing (CTF) reporting and methodology, and then revisit the banks to be evaluated on a case by
case basis. When doing so, it is strongly suggested that MSB owners appeal to the banks individually
to demonstrate compliance and mitigate potential spoilers.

MSB owners should also explore the adoption of Distributed Ledger Technology (DLT) such as
RippleNet. These platforms perform cross-border transactions without the involvement of
correspondent banking services. In this case, it is recommended that community MSB owners adopt
this technology collectively due to the potential costs associated.

Recommendations for the Community

Within the Somali Community, we propose a three-step advocacy process that involves
mobilization with other stakeholders, collective appeals to entities such as the Ministry of Finance
and FINTRAC, and ultimately the possibility of litigation against the Canadian government using
international humanitarian law. Find the entire Advocacy Strategy in the Recommendations Section.

Recommendations for Canadian Government

As the head of Can aajimé, the Pepbitmeatmfd-inanc SHould conduct a
comprehensive assessment of the impacts of de-risking at the national level, as there is currently a lack
of data and therefore an inability to assess the scope of the problem. The introduction of an appeals
process would allow for greater nuance in decision making and an opportunity for the affected parties
to be heard.

Recommendations for Canadian Banks

Banks should review guidance issued by FINTRAC and the FATF, with a focus on a more
discretionary risk-management approach that does not involve risk avoidance of the entire MSB sector
or particular regions.

Recommendations for the FATF

The FATF holds regular plenary meetings which are currently only attended by policy makers.
The institution additionally held nine private sector dialogues, with one involving civil society
participation to discuss issues including information sharing, correspondent banking, remittances and
de-risking. We recommend greater inclusion of civil society in plenary meetings and ongoing dialogues
in order to better address those impacted by FATF member decisions.



AcCcr onyms

AML - Anti-money laundering

AMISOM - African Union Mission in Somalia

ARCPA - Australian Remitters and Currency Providers Association

B2B - Business to business

CMSBA - Canadian Money Services Business Association

CSR - Corporate Social Responsibility

CTF - Counter-terrorist financing

DLT - Distributed Ledger Technology

FATF - Financial Action Task Force

FINRA - Financial Industry Regulatory Authority

FINTRAC - Financial Transactions and Reports Analysis Centre of Canada
FIU - Financial Intelligence Unit

FSNAU - Food Security and Nutrition Analysis Unit

IDP - Internally Displaced Person

IHL - International Humanitarian Law

KYC - Know your customer

KYCC-Know your customerdés customer
MSB - Money services businesses

MTO - Money transfer operators

NGO- Non-governmental Organization

NPO - Non-profit Organization

OFAC - Office of Foreign Assets Control

OHCHR - Office of the United Nations High Commissioner for Human Rights
OSFI - Office of the Superintendent of Financial Institutions

PCMLTFA - Proceeds of Crime (Money Laundering) and Terrorist Financing Act
PPP - Public-Private Partnerships

RCMP - Royal Canadian Mounted Police

RSP - Remittance service provider

SSA - Sub-Saharan Africa

STR - Suspicious Transaction Report

UN - United Nations

UN OCHA - United Nations Office for the Coordination of Humanitarian Affairs
UNHCR - United Nations High Commissioner for Refugees

UNSOM - United Nations Assistance Mission in Somalia



Defi niti ons

Disclaimer: The following definitions are used for the purposes of this study.

Correspondent banking:r ef er s t o the provision of banking serwv
bankd) to another bank (the fAirespondent bankod). Lar
correspondents for thousands of other banks around the world. Respondent banks may be provided

with a wide range of services, including cash management, international wire transfers, cheque

clearing, payable-through accounts and foreign exchange services!.

De-banking: Refers to the loss of access to financial services, leading to a reliance on inconvenient
and often risky means to manage money.?

De-Risking: Refers to financial institutions exiting relationships with and closing the accounts of
clients consitered Ahigh risk.o

Development Aid: Refers to aid that responds to ongoing structural issues, particularly systemic
poverty, that may hinder economic, institutional and social development in any given society, and
assists in building capacity to ensure resilient communities and sustainable livelihoods.*

Financial Institutions: Refers to any person doing business in one or more of the following
capacities: bank (except bank credit card systems); broker or dealer in securities; money services
business; telegraph company; casino; card club; a person subject to supervision by any state or
federal bank supervisory authority.®

Financial Operational Risk: Refers to risk of loss resulting from inadequate or failed internal
processes, people and systems or from external events. This definition includes human error, fraud
and malice, failures of information systems, problems related to personnel management, commercial
disputes, etc.®

Hawala: The wor d Ahawal ad comes originally from the Ara
remittance. Hawala provides a fast and cost-effective method for worldwide remittance of money or
value, particularly for persons who may be outside the reach of the traditional financial sector.’

Humanitarian Aid: Refers to aid that is designed to save lives and alleviate suffering during and in
the immediate aftermath of emergencies.®

1 Correspondent Banking Services. FATF Guidance October 2016.
http://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-Correspondent-Banking-Services.pdf

2World Bank http://www.worldbank.org/en/news/infographic/2012/04/19/who-are-the-unbanked

SDurner, Tracey, and Liat SiRiekingantd. |t $n d&d f tca rsd iomg FBarmk cD
Oxfam, 2015, www.oxfam.org/sites/www.oxfam.org/files/file_attachments/rr-bank-de-risking-181115-en_0.pdf

“Humanitarian Coalition. fAFrom Humanitarian to Devel opme
humanitarian-to-development-aid

SFI NCEN. AFi nanci al I nstituti on Deihstitutiontdefiniton 6 htt ps:// www
fThe Operational Risk. o0 Fimarkets. ht-tiskghp / / www. f i mar ket
US Department of the Treasury. fAHawala and Alternative
https://www.treasury.gov/resource-center/terrorist-illicit-finance/Pages/Hawala-and-Alternatives.aspx
SHumanitarian Coalition. AFrom Humanitarian to Devel opme
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Money Services Business (MSB): Refers to any business in Canada offering services such as
foreign exchange dealing, money transferring, cashing or selling money orders,ort r avel er 6 s
cheques.®

Regulatory Risk: Refers to the risk of having the 'license to operate' withdrawn by a regulator, or
having conditions applied (retrospectively or prospectively) that adversely impact the economic value
of an enterprise.1°

Remittance Service Provider: Refers to an entity, operating as a business, that provides a
remittance service for a price to end users, either directly or through agents. There are many different
ways that remittance transfers can be made, including cash-based services offered by individuals,
services from specialized global money transfer operators (MTO), money services business (MSB),
services offered by card schemes and bank-to-bank transfers.!!

Reputational Risk: Ref er s t o the risk of damage to a bankoés i
due to some dubious actions taken by the bank. This can be due to perception or negative publicity
against the bank. Reputati onal risk | éads to the pt

Terrorism: There is no current definition of terrorism suitable for all circumstances, as government
entities across the world have decided on their own definitions. The US government defines terrorism
as Apremeditated, politically motivated violence pe
subnational groups ¥ Howeveraroalease bfithis defirtignehastbee criticized
for three specific reasons. First, it is considered too general and has failed to capture the implication
of terrorism as inflicted by groups with far-reaching influence and territorial control.'* Secondly, the
definition of terrorism offered above suggests that acts of terrorism are inherently political which would
lead to the misidentification of non-terrorist groups in order to fit a political agenda.® Lastly, with
states adhering to their own specific definitions of terrorism, efforts in counter-terrorism financing
(CTF) across the world vary from state to state, reducing opportunities for cooperation in policy
responses.'®

FINTRAC.iMoney services busi necanafe.g.cadmstidsmh/iptro-engesgw. f i ntr ac
YPwC Laos. fARegul atory Risk Mana g e rassorancereghlatotypisk- / / www. pwc
management.html

1Geithner, Timothy F. U Klleisn,f oMi d ma eelr.nat Geomerl alr epmi it ainp
Payment and Settlement Systems and The World Bank, January 2007. https://www.bis.org/cpmi/publ/d76.pdf

?perez, Saul. (2014). #fHAReputational risk: when banks | os
https://articles.marketrealist.com/2014/09/must-know-reputational-risk-banks-lose-publics-trust/

13 Annual Country Reports on Terrorism. Title 22: Foreign Relations and Intercourse, 22 U.S.C §2625f
“Cordesman, Anthony B. @dAThe New St at enkiny¢hp dumbersamit Repor t
Co v er Lgneer, far Strategic & International Studies, September 20, 2018.

B“United Nations Office on Drugs and Crime, fiM&dule 4: Cr
University Module Series - Counter-Terrorism. (2018) - https://www.unodc.org/e4j/en/terrorism/module-4/key-
issues/defining-terrorism.html

16 |bid.



Me t

Wor kf

The projectds overall scoptgalsobfstreaosr k was di vi ded

hodol ogy

| ow Det ai |l s

1. Financial sub-stream: This group consisted of eight team members and focused on the

legislative framework and the interpretation of that framework by the regulatory bodies,

financial institutions and law enforcement.

2. Development sub-stream: This group consisted of six team members and focused on

development and humanitarian impacts for Somalia, the impacts on Somali diaspora and

those in Somalia, and the role of international humanitarian law.

Wor kf

| ow Process

This study was completed through a mixed-methods approach. Our team conducted research of both

academic and grey literature, as well as community-based research. The following process was used

to collect, synthesize, and analyze information:

1. Academic and Grey Literature Research:

During this stage the teams collected available relevant data:

Analysis of the background resources provided by the project supervisor.
An extensive review of literature including academic sources, reports, banking and de-
risking policies and legislation, briefs, and newspaper articles.

Summarize information and data to determine overall themes and organize

information into relevant categories.

2. Community-Based Research:
At this stage the teams focused on preparing, conducting and analyzing stakeholder

interviews. A midterm presentation was also given to the clients at this time.

Identifying key stakeholders, which were then approached for interviews. Stakeholders
included: Toronto MSB owners, Somali community members, Somali community
development workers, academics, individuals working in financial, security, and
technology sectors, lawyers, and researchers.

Developed interview questions for stakeholders based on literature reviews and internal
consultations in order to conduct semi-structured interviews.

Overall a total of 32 interviews and 1 focus group was conducted.

Analysis of interviews.
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3. Development of Recommendations:
The final phase of this project required synthesizing all information into concrete
recommendations. This process included the following steps:
Identification of core problems/issues and how the clients could address these issues.
Development of recommendations based on key actors.

Development of an advocacy strategy.

Limitations

This project required an in-depth analysis of various different topic areas. The following challenges
were faced throughout the project:

1. Lack of accessible and reliable data on de-risking. Reasons for this: banks do not reveal client
information. Also, businesses who are de-risked may be reluctant to talk about it publicly for fear
of ruining their chances with another bank (for fear of greater financial exclusion).

Limitations of using one case study to draw larger conclusions.
The short interview schedule was challenging and not all interviewees were available during our
time frame.

4. The scope of work for this project was immense.

Limited ability to speak with anyone currently living or working on Somalia.
6. The positionality of the research team was a limitation, as none of the researchers were Somali

which may have created an additional barrier in the community-based research.

11



Key Findings

Canadian Financi al Regul ati ons

0

The interpretation of Canadian financial regulations by financial institutions (in line with global
trends of de-risking money services businesses) have undermined the transfer of funds for
humanitarian aid.
3 Banks strictly interpret Canadian legislation to protect their reputational and regulatory
risk because they are private enterprises driven by profitability assessments.
3 Canadian banks also have to consider American anti-money laundering legislation
because Canadian banks have to follow the standard set by correspondent banks in the
United States as international transactions are made in US dollars.
MSBs are facing a sector-wide problem in Canada and internationally. MSB de-banking is not
unique to the Somali diaspora in Canada (Syria, Haiti, Liberia etc.) and the situation is not unique
to Canada.
However, the barriers are highest for MSBs serving jurisdictions perceived to be high risk, like
Somalia (and Syria, Venezuela, etc.).
While the Somali MSBs are not unique in how they are being treated by the legislation, the
Somali diaspora is unique because they do not have access to other formal channels to get
money to Somalia.
The practice of de-banking is increasing the flow of money through indirect and informal
channels that are more opaque and difficult for financial intelligence units and security services
to track.

Somalia relies on the international remittances facilitated by MSBs for survival and development.

tri ment al Effects on Somali a
The closure of MSB accounts have impacted community development in Somalia because it
has become more difficult for the Somali diaspora to send large amounts of development and
humanitarian aid back to the country. The Somali diaspora is a vital source of development and
humanitarian aid in Somalia.

Humanitarian aid organizations have also been impacted by the restrictions placed on
remittances to Somalia, making it increasingly difficult for many organizations to operate in
Somalia. This aid is crucial to mitigating risk in time of crisis, thus these restrictions are impacting

the humanitarian response and ultimately the ¢ 0 u n tstabjliy.s

12
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Detri ment al Effects on Somal i Di

0 There is a general perception and experience of discrimination and marginalization among the

Somali diaspora in Canada, in part due to financial exclusion, with detrimental impacts on the
Somali-Canadian community.*’

32 There is a demonstrated willingness to comply with anti-money laundering and counter-

terrorist financing policies amongst MSB owners, however there is a lack of clarity about

what is sufficient compliance to maintain their accounts.

| nnovati on

DLT/Blockchain has the potential to disrupt the traditional payment infrastructure, namely the

O«

correspondent banking and SWIFT message system that was built before the internet. Such
innovations speed up the process, reduce cost, and are in line with Know Your Customer (KYC)
protocols, as illustrated by case studies in this report. Therefore, Canadian-Somali MSBs could

connect with the receiver through the Somali mobile banking networks that are already in place.

The issue of de-risking Canadian-Somali MSBs is part of a global
multi-faceted problem which involves the international financial
system, various regulatory bodies, several government
jurisdictions, the Somali diaspora and the protracted humanitarian
crisis in Somalia. The issue has implications for the wellbeing of
the Somali diaspora in Canada, the development of Somalia, as
well as domestic and international security and stability
implications.

asp

YFinanci al exclusion refers to Athe inability to access

Financial Exclusion & Poverty in Canada Project at the University of Winnipeg.
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|l ntroducti on

The extensive de-banking of money services businesses (MSBs) in Canada and around the
world is having an adverse effect on the Somali diaspora communities in Canada. Motivated by the
inclination of banks to reduce the risk of money laundering and terrorist financing, the trend has led to
the closure of MSB bank accounts and the subsequent disruption in remittance transfers from Canada
to Somalia. This report examines the geopolitical context that shaped the global anti-money laundering
and counter-terrorism financing (AML/CTF) regime and the context in Somalia that has led to the
perception of risk. Our study has elaborated on the significance of remittances to Somalia and the
impact that these money transfers have on the development of the region. The report will begin with a
detailed outline of the context of the problem, followed by a discussion and analysis of the implications
of Canadian financial regulations and financial institutions on security, development and diaspora

communities.

Gl obal War on Terarnodr iAdutnidy nlaawcn cder i

Despite todayds heavy focus on the United States
been practiced in Western countries for decades. Examples of this can be seen in the 1980s in the
United Kingdom (UK), with attempts to block Irish paramilitary troops from accessing funds, and in the
1970s as Italy and Germany both experienced terrorist threats from specific groups.® The difference
today, however, is that AML/CTF has evolved from a predominantly regional initiative to one that is
global in scope and influence, with the United States (US) as the key player in such endeavours.

The focus on CTF on the part of the US is said to have begun in the mid-1990s, with more
concentrated efforts beginning in 1998 after the bombing of US embassies in Kenya and Tanzania.'®
After the terrorist attacks of 9/11, national financial regulatory bodies began tightening AML/CTF
regulations and demanded that banks provide information that is crucial for reducing the ability of
terrorist groups to finance large scale attacks. It was quickly recognized that the international banking
system was also vulnerable to illicit activity, and the US pushed for a globally coordinated effort to
address AML/CTF.?° Later, following the financial crisis of 2008, the Obama administration spearheaded
a series of financial regulation reforms headed by the Financial Industry Regulatory Authority (FINRA).?!

Given the influence of the US economy on the Western hemisphere, several countries including Canada

and the UK strengthened their nationalregul ati ons to foll ow FI NRA. The
BLevi, Mi chael. ACombating the Financing of Terrorism: A
F i n a nTbeeBritish Journal of Criminology, 50, no.4 (2010), 650-669.

1% Levi, p.651

20 |bid.

2! Anti-Money Laundering (AML). October 19, 2018. http://www.finra.org/industry/anti-money-laundering
14



have led to a common belief by security experts that the global financial regulatory system has gradually
adopted American methods for the purposes of CTF.22 The primary practices and suggestions of CTF
in the global financial system, such as the freezing or blocking of assets for designated individuals and
maintaining lists of terrorist entities and supporting groups, are all practices that the US Treasury
Department 6s Of f i ce olhdve USen foemagyryeas.$s et Contr

Evidence of the adoption of American CTF techniques internationally can be seen through the
likes of the Financial Action Task Force (FATF). The FATF was originally established in 1989 to tackle
criminal money laundering, with a specific concentration on the drug trade.?* The FATFO0s mandat
therefore expanded to include counter-terrorist financing, and the task force became an extension of
the United Statesd acti offdWi abaitmet Utné nt remlicieSstdsa t feisda
inspiration, the FATF works with the global community by putting forward recommendations on the
formulation, evaluation, and monitoring of CTF policies.?®

The prevalence of CTF initiatives has given rise to the creation of efficient institutional
infrastructure that is capable of implementing CTF policies.?’ This institutional infrastructure also gives
the international community the ability to work against other related crimes, such as tax evasion.?® The
consequences of CTF, however, have arguably been wider in scope. While CTF efforts may have made
it more difficult for terrorist groups to access money through the global financial system, various
academics have stated that the war on terrorism financing has been largely unsuccessful as there is
minimal evidence suggesting that such efforts have succeeded in preventing terrorist campaigns.?® As
will be discussed in this report, it has been noted that it is not only terrorist entities that tend to
experience the impacts of CTF initiatives; rather, it is innocent individuals and groups who also become

the targets and casualties of such efforts.

AlBar akaat

The implications of financial regulations and decisions pertaining to the Global War on Terror on

transfers of remittances to Somalia are best demonstrated in the closure of al-Barakaat in 2001. It could

22 Biersteker, Thomas J. AUni ntended Consequences of Measures t
Rethinking Security Governance: The problem of unintended consequences (2010), 127-136.
2 |bid, p. 127

2%*Heng, Yee-Kk wang; McDonagh, Ken. i Th ded: globhlgavernMantalityoandtiEer r or r e v
Financial Action Task Force6s QRaviapsaflrgematiangl&iudies, 34 (2088),r or i st
553-573.

% Biersteker, p.127

2 |pbid.

27 |bid, p. 132

28 |bid.

®Neumann, Peter R. fADonét Follow the Money: Fbieign Probl em
Affairs 96 n0.93 (2017), 93-102.
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be argued that the closure of this organization was the catalyst for many of the difficulties Somali Money
Services Business (MSB) owners are experiencing today as a result of increased financial regulations.
The al-Barakaat network was established in Somalia in 1989, becoming a fundamental
institution for international money transfers after the collapse of the Somali government in 1991.%° At its
peak, the organization represented a substanti al p
employer, a major player in banking and telecommunications, with links to a variety of other industries.3!
Prior to 9/11, American intelligence began to make claims that al-Barakaat had ties to terrorist groups
and individuals affiliated with groups, such as Osama bin Laden.®? It was further alleged that al-Barakaat
was actively supporting terrorist organizations financially or otherwise, including through the facilitation
of money laundering, provision of internet and telecommunications services, and arranging the
shipment of weapons.® In a matter of weeksaf t er 9/ 11, the United States a
and credibled evidence that the organization was pr
damning, the allegation that al-Barakaat had used $25 million from its transactions to fund terrorist
activities.3 The global response to these allegations was instant and severe. After the Bush
administration made an order to freeze allofal-Bar akaat 6 s assets in 2001, al/l
organi zationo6s n &tThemmanizafion ivds alsoewliftlysaddedtto the United Nations
Security Councilés |list o suspected terrorist suppg
Following the closure of al-Barakaat, it became increasingly apparent among the international
community that the actions against the organization may have been implemented without just cause.
Calls for evidence of the charges by countries such as Canada and Sweden largely went unanswered,
and it was soon discovered that the only credible evidence that existed against al-Barakaat was that
theorgani zati onds services had been used for the purp
who had engaged in welfare fraud and drug dealing.®” One American intelligence official was even
guoted as saying that proper procedures had not been followed in the decision to close al-Barakaat,
but such actions had occurred because the Un-ited

terrorism efforts in the wake of 9/11.38

®Razavy, Maryam. fdHawala: An underground Chmeyleawm& Socal t err o
Change, 44 (2007), 277-299.

3! Abdel Salam,EI-Fat i h A. AwWar on Terror: Fantasy and Fiction Be
Intellectual Discourse, 17 no.1 (2009), 1-23.

2Lindley, Anna. fABetween 6Dirty Moneyd and asbheturel opment
Under GI o b aAfricd éffaicst 108ng.438, 519-53.

¥De Goede, Mari eke. AHawal a di sc o uEnviemmerd Plahning D:Societg r o n t e

and Space 21 (2003), 513-532.

34 Abdel Salam, p.12; Lindley, p. 529
35 |bid, 535

36 |bid.

%7 De Goede, p.520

38 |bid, p. 523.
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While American authorities considered the closure of the company to be the earliest victory in
counter-terrorist financing measures after 9/11, the loss of the al-Barakaat network to the Somali

population and diaspora communities around the world was significant.3°

As the sole provider of internet, financial services, water
purification, and many other essential services in Somalia, the
absence of such an important institution has served to undermine
efforts in rebuilding the Somali State. 4°

With the main financial institution in the country disabled, investment and labour opportunities
in the country became scarce and key infrastructure sectors were lefttoruin.* Somal i a6s humani
crisis also became more dire afteral-Bar akaat 6 s c¢cl osure because the or
organizations to transfer funds for relief operations and other humanitarian work on the ground.*?

On a micro level, the closure had a considerable impact on the ability for members of Somali
diaspora groups around the world to transfer money back to family members in Somalia. In the short
term, monitored remittances to Somalia reduced by half as the cost of sending money increased
substantially.*®* With flows of remittances far outpacing flows of official development assistance, the
absence of al-Barakaat and the reduced avenues through which Somali migrants could send money
home negatively affected the economic livelihoods and social protection of the Somali population. 4
Furthermore, alk-Bar akaat 6s c | o s-pdiiteal difectd within Senwlaias well. Various
academics have posited that the increase in anti-Western sentiments in Somalia as a result of the

closure of al-Barakaat may have contributed to the increase in Islamic fundamentalism in the country.*®

Somal i Cont ext

Somalia has been generally understood to be a failed state due to ongoing conflict, lack of robust

domestic institutions, and the presence of al-Shabaab, a militant group that has been designated as a

39 Abdel Salam, p.11.

YMedani , Khalid Mustafa. dlnfor mal Net works, Economioc Li
Understanding the Political and Humanitarian Consequences of the War on Terrori st  F i WCiA Jownal®f

Islamic and Near Eastern Law, 10 (2010-2011), 99-138.

41 De Goede, p. 521.

42 Abdel Salam, p. 13.

4 Ibid, p. 14.

4 Medani, p. 101.

4 Abdel Salam, p. 18.
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terrorist organization by the US State Department.*® While progress made in recent years should not

be undervalued, including the development of a Central Bank, some country experts seem less than

optimistic that this will change the reality on the ground.*” The traditional state structures of Somalia
collapsed i n 1991, when the regime of Mohamed Siad Bar
mismanagement of the national economy and provocation of factional disputes.*® This state collapse

led to a civil war that was exacerbated a drought-induced humanitarian crisis from 1991-1993. The food

aid and deployment of peacekeepers in response to the humanitarian crisis eventually contributed to

the creation of a new civil war economy in the country.4°

In the early 2000s, al-Shabaab was the youth militia group to the Islamic Courts Union which,
by 2006, had taken control of Mogadishu and most of Southern Somalia.®® When Ethiopia invaded
Somalia in 2006, al-Shabaab launched an insurgency against the Ethiopian forces from the southern
regions of the country and allied with al-Qaeda.®! While there are differing objectives within factions of
the group, the overall objective of al-Shabaab continues to be the establishment of an Islamic state in
Somalia and the opposition of any Western-backed government.®?

Today, Somalia ranks seventh in the world when it comes to impact of terrorism.>® The United
Nations Assistance Mission in Somalia (UNSOM) reports of 1,228 civilian casualties between the
months of January and September 2017, with the majority as a result of attacks carried out by al-
Shabaab.>* Al-Shabaab is estimated to have 3000 to 5000 active fighters that are involved in controlling
a substantial amount of territory in Somalia.>® Until April 2018, al-Shabaab controlled 11 of 18 Somali
regions, as wel | a sanpNorhtEastem provihaes’yespie suppot Som the US
military and presence of an African Union peacekeeping mission that is 20,000 strong, Somali troops

46 "Foreign Terrorist Organizations.” U.S. Department of State. Accessed April 01, 2019.
https://www.state.gov/j/ct/rls/other/des/123085.htm.

““Hel mrich, Rolf. #HAlnterview with Rolf Helmrich.o Intervi
Hayford, Laura Kennedy, 26 February 2019.

48 Aisha Ahmad. Jihad & Co.: Black Markets and Islamist Power. (New York: Oxford University Press, 2017),

103.

4 |bid,104.

Claire Felter, Jonat han Mast e$sab &&budd o EdreigmRertbnsAdsty Ser gi
updated January 31, 2019, https://www.cfr.org/backgrounder/al-shabab

51 Ibid.

52 |bid.

“lan Livingston, fASomalia, facing severe challenges, als
2018, https://lwww.brookings.edu/blog/order-from-chaos/2018/05/03/somalia-facing-severe-challenges-also-
shows-signs-of-hope/

5 World Report 2018: Somalia, Human Rights Watch, https://www.hrw.org/world-report/2018/country-
chapters/somalia

®AAl Shabaab, o Counter Extremism Projectshahabt ps: / /
%AThe Evol-S8habaabf oAHi raal | ns t/hitaalinstéute.ordwp-i | 3, 20
content/uploads/2018/04/Evolution-of-Al-Shabab.pdf
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have been unsuccessful in completely eradicating al-Shabaabds pr esemrtclhegroonp t he |

continues to have a steady presence in rural areas in the southern parts of Somalia.

/7 T\ M Presence of pro-IS militants M Pro-govt administration
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Figure 2: Map of territorial control in Somalia

In terms of impact, al-Shabaab has only been active in Somalia, Kenya, Uganda and Ethiopia.
Since t he gargetsmde beemkaenyaand Somalia, the governments of both countries have
been supporting the African Union Mission in Somalia (AMISOM) in fighting al-Shabaab. To date, there
is no credible evidence that al-Shabaab has attacked any locations in the Western world.>®

Vast unemployment and poor living conditions of the majority of Somalis provide al-Shabaab

with an opportunity to fill the void that state inc

population is under the age of thirty, while67 per cent of the countr ydhe
demographic of unemployed youth and other vulnerable populations is an attractive recruiting base for
al-Shabaab as the group is able to provide a steady income and a sense of belonging that is otherwise
unavailable. From 2010 to 2016, child recruits totaled 6,163 with al-Shabaab responsible for 70 percent

popu.

Al jazeera-ShaMapbr aAtacks targeting Kenya. 0 January 15,
https://www.aljazeera.com/news/2019/01/major-al-shabab-attacks-targeting-kenya-190115143008990. html|

%8Terrorist Financing Assessment: 2018, Financial Transactions and Reports Analysis Centre of Canada,
http://www.fintrac-canafe.gc.ca/intel/assess/tfa-2018-eng. pdf

®Brookings. fAiSomalia, facing severe challenges, also sho

https://www.brookings.edu/blog/order-from-chaos/2018/05/03/somalia-facing-severe-challenges-also-shows-
signs-of-hope/
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of these cases.®® Additionally,a-Shabaabés success in maintaining
to manipulate clan rivalries in order to collect taxes and increase their support base.®! State leaders, on
the other hand, have largely been unsuccessful in addressing these clan rivalries.

Al-Shabaab has directly funded itself through a robust charcoal smuggling trade, and control
over key territory through which they levy taxes and extort local populations, businesses, and
humanitarian organisations.®? Al-Shabaab is financed mainly by the taxes it collects from the businesses

and individuals both from controlled and non-controlled territory.5® Al-Shabaab collects taxes in two

cConi

ways: livestock Zakawaat and monetary Zakah.® Under the Zakawaat tax,al-Shabaab és troops

one camel out of 25 camels and one goat out of every 40 goats from individuals during the period of
Ramadan.®® Furthermore, the Zakah tax system requires businesses to pay 2.5 percent of their
business value (before profit) in cash at the end of the year to al-Shabaab.®® In the past, the
fundamentalist group used to receive funds from sympathisers abroad, yet this practice has been greatly
halted by foreign governments.®?” | n Canad a, FINTRAC reports that

that al-Shabaab has ever received funds from Somali diaspora that are sympathisers to their cause. 8

Humani tarian Context

After 30 years of civil war, the humanitarian crisis in Somalia continues as its population grapples
with displacement, drought, famine and flooding. As one of the least developed nations in Sub-Saharan
Africa, Somalia lacks crucial infrastructure and government programming. This has contributed to
poverty levels ranging from 26 to 70 percent regionally.®® Levels of poverty are especially high among
internally displaced persons (IDPs), of which every seven out of ten were considered poor as of 2016."°
Since the onset of severe drought the following year, the number of internally displaced and those

dependent on humanitarian aid increased to more than 975,000 by September 2017.”* Moreover,

t her

80 Asylum Research Consultancy, i Si t uati on i n Sout h208h AcceSsedMarcha20, 2B S mal i a o .

https://www.refworld.org/pdfid/5a6f16d44.pdf.
61 Hiraal Institute. (2018)
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®AThe AS Finance system, o0 Hiraal Inst4itute, July 2018, h
content/uploads/2018/07/AS-Finance-System.pdf

54 Ibid.

5 |bid.

5 |bid.

7 Ibid.

8 Terrorist Financing Assessment. (2018)

®Ut z Pape, fASomal i a PNICEE,June2017,po8fAcdessed1DMakh 2019,
https://www.unicef.org/esaro/2016-UNICEF-Somalia-Poverty-Profile.pdf.

70 |bid.
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poverty in Somalia is usually coupled with illiteracy and other forms of non-monetary deprivation,
resulting in further exclusion from the labour market.”?

Persistent and severe bouts of drought have crippled the country and aggravated existing levels
of poverty, thereby contributing to the widespread humanitarian crisis. After a lack of rainfall over several
consecutive seasons, Somalia experienced increases in food insecurity in 2017 as massive crop
failures and livestock deaths occured in the south-central region of the country.” The resulting
emigration, malnutrition, and spread of disease triggered a need for humanitarian assistance for 6.2
million people, according to United Nations Office for the Coordination of Humanitarian Affairs (UN
OCHA).”*Thi s represents over half of the countryds popu
Unit (FSNAU) continues to monitor the prevalence of malnutrition and humanitarian response to famine
is still necessary today.”®

In combination with large scale internal displacement, poverty, and malnutrition, more than
77,000 cholera cases resulting in 1,100 deaths, and almost 16,000 cases of measles were reported in
2017.7® These numbers indicate the dire conditions in which many Somalis live, especially in IDP
settlements, where access to clean water and sanitation are severely limited. Across greater Somalia,
only 58 percent of people have access to clean water and 10 percent of Somalis have access to
adequate sanitation.”” This means greater risk of exposure to waterborne diseases, disproportionately

impacting children and women.’®

Remittances

Although the Central Bank of Somalia is in the process of rebuilding, financial institutions remain
weak compared to informal services that served as placeholders for an ineffective formal sector. The
United Nations Development Programme (UNDP) estimates that remittances by way of MSBs account

for a third of the countryodés GDP, with money recei

2 |bid.

BASomal i a: D2 01 Kdlidwed, @A1%, Accessed 15 March 2019, https://reliefweb.int/disaster/dr-
2015-000134-som.
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March 2019,
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March 2019, https://reliefweb.int/sites/reliefweb.int/files/resources/HOA drought_update_16June2017.pdf.
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t he nat i-upcapiml.®Atashuntanitarian level, it is understood that crises as a result of poverty

andfaminehave been partially mitigated by remittances.
transfer s] have been more consistent t han ai d, i nv e
have been declared | ong ago i f Thispointsftooarstronycstalsligingf r o m

effect of remittances as a resource that essentially prevents, or at least reduces the impact of conflict
and natural disasters on local populations. Besides the ethical concerns of stifling remittances intended
for food, healthcare and education staples as a response to this threat, most sources indicate that de-
banking Canadian MSBs is an ineffective tool against terrorist financing because ofal-Shabaab 6s mor
profitable financing alternatives, as well as because the Shabaab has generally demonstrated an
awareness or disin#®lination to fAover tax.o
Money transfers are an integral part of most humanitarian aid programs in Somalia, and
therefore humanitarian organizations also face difficulties in moving money into the country.®? In this
way, the implications of MSB de-risking is twofold, limiting both the mitigating power of diaspora

remittances, and the potency of humanitarian aid in times of crisis.

® Taraboulsi-McCarthy, p. 6.

8 |bid.

8'Fanusie, Yaya J. -Sahrach alamt:z ,FiAlaex.i al AIAssessment, 0 in Ter.
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Di scussion and Anal ysi

The next section of the report examines how the Canadian financial regulations and institutions
are positioned in the context outlined above and how this affects security, development and the Somali
diaspora communities. First, we examine the evolution of the financial regulations in Canada and how
they address AML/CTF domestically, before explaining how financial institutions in Canada operate
within these regulations and within the global market. This section is followed by an analysis of the
effects of these policies, including a discussion on the implications for security, development, and the

diaspora communities in Canada and abroad.

Legi sl ati on

In 2000 the Canadian Parliament enacted the Proceeds of Crime (Money Laundering) Act, which
became the Proceeds of Crime (Money Laundering) and Terrorist Financing Act (PCMLTFA) the
following year.®® The Act not only imposes reporting obligations on certain Canadian businesses, but
also establishes the Financial Transactions and Reports Analysis Centre of Canada (FINTRAC), a
federal agency accountable to the Minister of Finance, who is in turn accountable to Parliament.?* As a
financial intelligence unit, FINTRAC is responsible for the analysis of information relevant to money
laundering, associated predicate offences, and the financing of terrorism.8® The unit is also responsible
for monitoring and enforcing compliance with the Act.®® As of 2018, nearly 31,000 Canadian financial
institutions and designated non-financial businesses and professions had reporting obligations under
the PCMLTFA.®’

Since 2008, any person or entity engaged in foreign exchange dealing; money transfer; or
cashing or selling of money order s, travell erds c
considered to be an MSB, and is therefore required to register with FINTRAC.® Prior to this

requirement, there was no registration regime for MSBs in Canada, which the FATF flagged as a

BAGuideline 1: Backgrounder. o FINTRAC. January -17, 2019.
canafe.gc.ca/guidance-directives/overview-apercu/Guidel/1-eng.asp.

“AWho We Are. 0 FINTRAC. December 14, 2018.- Accessed Apri
canafe.gc.calfintrac-canafe/l-eng.asp.

AFinancial Intelligence Units (FIUs).0 The Egmont Group
https://egmontgroup.org/en/content/financial-intelligence-units-fius.

%3201 1B Annual Report.o FINTRAC. November 27, 2018. Acces
canafe.gc.ca/publications/ar/2018/1-eng.asp.

ARevi ewi ng GCMomeyHaanderingamdtAnti-Ter r or i st Fi nanarmangof Gamagla, me. 0 G
Department of Finance. February 07, 2018. Accessed April 02, 2019.
https://www.fin.gc.ca/activty/consult/amlatfr-rpcfat-eng.asp.

8FATF. -Morewltaindering and Counter-Terrorist Financing Measures - Canada, Fourth Round Mutual

Evaluat i on HATFSeptemiter 2016. Retrieved from http://www.fatf-
gafi.org/media/fatf/documents/reports/mer4/MER-Canada-2016.pdf
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significant def i c-maneytaynderingand eaonnedtardrsst fimanctng framework.® In
addition to registering with FINTRAC, under the Act MSBs have obligations regarding regulatory
compliance, knowing their clients, reporting, and record keeping.®® Importantly, MSBs are responsible
for managing any money laundering and terrorist financing risks arising from their own clients. ! Today,
there are approximately 850 registered MSBs in Canada estimated to handle $39 billion a year in
transactions.®?

As part of our research, we contacted FINTRAC to confirm our understanding of their registration
function. The unit emphasized that their role in registering MSBs does not include a comprehensive

security check on market participants. In their response, FINTRAC stated:

A registration with FINTRAC does not indicate an endorsement or
licensing of the business; rather, it indicates only that the business
has fulfilled its legal requirement under Canada's Proceeds of
Crime (Money Laundering) and Terrorist Financing Act to register
with the federal government. FINTRAC does not regulate money
services businesses beyond the framework of this specific
legislation and therefore cannot offer any assessment of their
overall business practices.®

Further research revealed that the only exception to the federal registration system is in Quebec,
which administers a licensing system for MSBs.®* The Quebec licensing process requires applicants to

provide a significant amount of information, meet conditions of suitability, and obtain a security

®FATF. AThird Mut uaNoney aandarirgtand €ombatimg tha Rinamcing of Terrorism -

C a n a dFATFOFebruary 2008. Retrieved from http://www.fatf-
gafi.org/media/fatf/documents/reports/mer/MER%20Canada%20ES.pdf

YAFMoney Services Businesses (MSBs).o0o FINTRAC. March 21,
http://www.fintrac-canafe.gc.ca/msb-esm/intro-eng.asp.

A S u Issionh by the Commissioner of Competition to the Department of Finance Canada - Reviewing

Canada's Anti-Money Laundering and Anti-Ter r or i st Financing Regime. o0 Competit
2018. Accessed April 02, 2019. https://www.competitionbureau.gc.ca/eic/site/cb-bc.nsf/eng/04364.html.
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Finance. July 31, 2015. Accessed April 02, 2019. https://www.fin.gc.ca/pub/mlitf-rpcfat/index-eng.asp.
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clearance from police.®® As has been reported by several news outlets, the Attorney General of British
Columbia is considering a similar licensing system for MSBs in the province.%

Financial entities such as banks have an independent accountability under the PCMLTFA to
manage money laundering and terrorist financing risks relating to their clients. As will be discussed in
more detail below, this can sometimes result in MSBs being deemed high risk even when the MSB has
fulfilled all the procedural requirements to conduct business. In recent years, Finance Canada and
FINTRAC have published reports providing an opinion on the risks of money laundering and terrorist
financing associated with various industries and jurisdictions. While these reports are used to inform
policy, it should also be expected that banks use them as input for their risk management models. As
such, we surveyed the reports for opinions relevant to the MSB sector and/or Somalia.

According to the Finance Canada report, the MS
laundering and terrorist financing.®” However, the degree of vulnerability is notconsi st ent il e
because of the variation in terms of size and business models found among the MSBs across the
sect¥%Ofo.t he five types of MSBs assessed, the report

one as 0 me%Asstated inthe regort:

[T]here are two types of MSBs that are most vulnerable. The first
consists of the national full-service MSBs that have the most
domi nant presence in Canadaé The se
vulnerable MSB consists of the small, predominantly family-
owned MSBs located across Canada that provide wire transfer
services largely through informal networks. 1%

Finance Canada alsoident i fi es a dozen <countries that t hey

| ocati onsodo where Canadians would send money or good

®Hi polito, Chad. @AB.C. Attorney General Opens Door to Ba
Busi ne ¥Yan@mwer&un. March 19, 2019. Accessed April 02, 2019.
https://vancouversun.com/business/local-business/bc-attorney-general-opens-door-to-background-checks-for-
money-transfer-exchange-businesses.

% |bid.

A Ar c hiAssessment of Inherent Risks of Money Launderingand Terr or i st Financing in
Department of Finance Canada. July 31, 2015. Accessed April 03, 2019. https://www.fin.gc.ca/pub/mitf-
rpcfat/index-eng.asp.

% |bid.

% |bid.

100 |bid. The report further states that small, predominantly family-owned MSBs are fdAvul ner abl
they can allow high-risk clients to wire funds to high-risk jurisdictions through their informal networks.

In addition, because they tend to be small, low-profile businesses, they may be vulnerable to being
exploited for illicit purposeso.
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India, Lebanon, Pakistan, Palestinian Territories, Somalia, Sri Lanka, Syria, Turkey, United Arab
Emirates and Yemen.!°! Later, the report acknowledges that al-Shabaab in Somalia obtains a

isignificant amounto of funding from Aleverad%d%ing t

However, the report maintainsthatal-Sh a b a ab hearss iaf ifiedd vgl obal fundrai sin
financing networks in Canadao while Afundraising tc¢
Scandinavian countries hav® also been used in Canadc

FI NTRACO6s report, whi2@li7istsandstoabesobasdeaatohi e
ri sko jurisdiction f d% Actorling tothd report, Whilenttee Sonalh djaspara t i v i t
Afcontributes to a relatively high exposure teoan r emit
the reporting FINTRAC receives.% The report also notes that the majority of financial transactions to
and from Canada occur through MSBs due t¥The®mmal i ao

cautions entities under the PCMLTFA as follows:

Particular vulnerabilities reporting entities should consider for
terrorist financing in relation to Somalia include financial activity
that appears to indicate that an individual is acting as an
unregistered money services business, as well as financial
indicators associated with extremist travellers who may be
travelling to or from the country.

Taken together, these reports should be understood to contribute to a perception that (1) the
MSB sector in Canada is broadly vulnerable to money laundering and terrorist financing and (2) Somalia
is among the higher risk jurisdictions for terrorist financing activities.

Every five years, a committee of Parliament must review the administration and operation of the
PCMLTFA.1% In preparation for the last review, which took place in 2018, Finance Canada published a
discussion paper called Revi ewi ng C aMoaay dausderidgnand Anti-Terrorist Financing

Regime.!% The paper was developed in consultation with an Advisory Committee on Money Laundering

101 |pid.

102 |pid.

103 |pid.

AaTerrorist Financing Assessment: 2018.0 FINTRAC. Decem|
http://www.fintrac-canafe.gc.ca/intel/assess/tfa-2018-eng.asp#Somalia.

105 |bid.

106 |bid.
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and Terrorist Financing, a public-private sector forum with representatives from the Department of
Finance, FINTRAC, The Office of the Superintendent of Financial Institutions (OSFI), Public Safety
Canada and each reporting entity sector, including the Canadian Money Services Business Association
(CMSBA).109

Of relevance to our client, there is a sub-section devoted to the issue of MSB de-risking. The
section characterizes de-risking as a global trend based upon a complex set of factors, including
changes in business focus and risk tolerance.*'° The paper suggests that MSBs in particular have had
di fficulties maint ai niperageptidinahattMSEs are mhenerithyshigll-nisle and tle
mistaken belief in some cases that financ i a | institutions must k Hhlolhe
paper clarifies that under the PCMLTFA, report
not necessarily eliminate) their exposure by taking a risk-b a s e d a p p?rUndarcthiscapproach,
banks are supposed to evaluate clients and potential clients on a case-by-case basis and not make
deci sions that impatt Aan entire industryo.

In addition to identifying drivers of the issue and addressing expectations under the Act, the
paper acknowledges that de-risking has negative consequences for Canadian businesses and

potentially for Canadian national security objectives. As stated in the paper:

[De-risking] hampers their capacity to transmit remittances and
therefore seriously impacts the business model for these MSBs.
Furthermore, if they are unable to maintain accounts with
legitimate financial institutions, this could drive financial
transactions to informal channels which make these transactions
more opaque to regulators and law enforcement when they are
Investigating money laundering and terrorist financing.

109 OFSlI is a federal agency that regulates and supervises federally regulated financial institutions,
including banks. For more information on the Advisory Committee, see "Advisory Committee on Money
Laundering and Terrorist Financing (ACMLTF)." Advisory Committee on Money Laundering and Terrorist
Financing (ACMLTF). September 25, 2018. Accessed April 03, 2019. https://www.fin.gc.ca/act/acmitf-
ccbafat/acmltf-ccbafat-eng.asp.
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By May 2018, Finance Canada had received sixty responses to the paper.!* Among the
submissions made public, the project team judges those of the Competition Bureau and the CMSBA to
be of most relevance to our client.

The Competition Bur eau submi ssion indi cates t
assessment, and extends Financ e Canadad6s | ogic along several di mer
while de-risking indeed reflects the perception that MSBs are inherently high-risk, there could be other
factors at play fAunrel ated to r i sk ocompstitoct Asassttede x ¢ | U ¢

in the submission:

MSBs require an account with a domestic financial institution in
order to operate. Many MSBs offer services, such as electronic
funds transfers and international remittances, which may compete
withafinancialinst i t uti onds own product off el
unique dynamic, financial institutions are in a position to
potentially foreclose the entry of new competition.

According to the Bureau, in a general climate of uncertainty, legitimate new businesses may

abandon entry.’!® Further, de-r i ski ng may Al imit the extent to whi
constraint on incumbent financi al institutionso r es
qguality and choitrs faomr eGainadi arheedo . Bureau recommends

to provide evidence-based reasons when terminating or refusing to provide account services to
businesses such as MSBso0 and (2) that there fAde a s
terminatiotf® or refusal o.

The CMSBA submission also indicates that they adgd
amplifies certain areas. According to the association, the MSB population has shrunk from more than

2,400 to approximately 800 MSBs in five years because of the de-risking actions of banks.!® For the

14 Finance Canada received responses from a variety of stakeholders including financial entities, life

insurance companies, securities dealers, money services businesses, lawyers, industry associations

and real estate agents.See Government of Canada,GoveoentoifCamagant Re s p ons
https://www.ourcommons.ca/content/Committee/421/FINA/GovResponse/RP10326634/421 FINA_Rpt24_GR/4
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MSBs that remain, the only alternative to a bank account is settling transactions through cash payments,

and thus Acarrying | arge volumes of <cash oaforthess bo

continuati on of ?Theeassociatlon therefoe lairesstiiat de-risking worsens cash

problems, presumably by increasing poorly traceable cash transactions relative to more traceable bank

transfers.’?! The association recommends (1)that t her e be a reporting requir

they are required to report allde-r i ski ng deci sions to their regul atol

when banks fiare fou#wdstko ngpploy aml &amk etr ed é rsdleadyt r y 0,

communi cate torbakRkesgthaantfiddas stemmed from a focu:

is a misdirected undertanding of the guidelineso.
In November 2018, a committee of Parliament published its five-year review of the PCMLTFA,

which contains thirty-two recommendations for consideration by the Government of Canada. The

project team examined the recommendations, finding none that explicitly address the issue of de-

risking. Under Chapter Two of the review, the project team located one section that refers to the issue

of de-risking in the context of possible changes to legislation on information sharing within the private

sector.'? This section considers how increased information sharing might enhance the capability of

financial institutions to combat money laundering and terrorist financing, while simultaneously

aggravating the problem of de-risking and raising privacy concerns.*?* Aside from commentary on de-

risking in this specific context, the review does not address the issue or suggest a way forward. It is the

opinion of the project team that a lack of responsibility for the unanticipated de-risking noted in other

jurisdictions appears to exist also in Canada.'?® As such, recommendations at the end of this report will

include measures for improving accountability.

Fi nanci al |l nsti tutions

What follows is an illustration of the position of the Canadian financial institutions as crucial
stakeholders in the larger problem of de-risking discussed in this report. This section is meant to
highlight the position of Canadian banks, the factors that inform their interactions with Somali MSBs,

and the intricacies of their decision to close these MSB bank accounts. While the large financial

Business Association. May 18, 2018. Accessed April 02, 2019. https://www.fin.gc.ca/consultresp/amlatfr-
rpcfat/amlatfr-rpcfat-43.pdf

120 |pid.

121 |bid.

122 |bid. The CMSBA submission contains additional recommendations to the ones highlighted in this report.
123 Canada. Parliament of Canada. Standing Committee on Finance. November 2018.
https://www.ourcommons.ca/DocumentViewer/en/42-1/FINA/report-24/page-ToC.

124 |pid.

125 As Oxfam International and other actors have noted, responsibility for the issue of de-risking tends
to shift among policymakers, regulators, banks and other stakeholders. See Durner and Shetret. (2015)
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institutions in Canada hold great influence and the penetration of banking services is well established
in this country, it must be made clear that banks offer their services based on profitability assessments.
Similar to any other business, banks will serve profitable clients and regions, while avoiding markets
where they believe they will experience losses.

In order to better understand the issue of de-risking from the perspective of banks, we conducted

private interviews with highly ranked individuals in the risk management divisions of some of Cal
major banks. Those who were interviewed will be kept anonymous at their request. In these private
interviews, bank staff expressed the following views and areas of concern:
firhe goal is not to kick out MSBs but to follow international standards.
To compete in the gl obal mar ket , bank

nilf banks donot understand their custom

will sever relations and cl ose the
ARSome banks are definitely more cautic
business with MSBs. Also, some jurisdictions would pose more of a
risk. o
Altds not wise for banks to take on ri
AThe reputational el ement is very m [
responsibility to sharehol ders.
Risk Mitigation and Risk Avoidance
Risk is a crucial concept of finance. The appetite for risk mitigation is at the center of a financial
institutionds strategy. They evaluate risk at t he
politically stable or if an industry is on the decline.'?® At the client level, risk can be evaluated in the form
of operational risk and credit risk, which include elements such as potential for fraud or legal issues*?’.
Once a clientods | evel of ri sk i s det ertiomatenoetdhtriskt he b :

level. In the interest of risk mitigation, banks attempt to invest in a diverse set of risk levels to maximise

profits for their shareholders, while controlling their exposure.

126 "Systematic Risk - Learn How to Identify and Calculate Systematic Risk." Corporate Finance Institute.
Accessed March 19, 2019. https://corporatefinanceinstitute.com/resources/knowledge/finance/systematic-risk/.
127 "The Operational Risk." The Operational Risk, as Defined by the Basel Committee. Accessed March 19,
2019. https://www.fimarkets.com/pagesen/operational-risk.php#_headerl.
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Beyond risk mitigation, financial institutions are also registered and subject to national regulatory
bodies, namely the OSFI and FINTRAC. While some international guidelines exist, they are not legally
binding. National regulations, however, are legally binding on banks. These regulatory institutions are
tasked with keeping the banks accountable to their clients.'?® Indeed, these regulatory bodies are
responsible for determining how much risk each of the different financial institutions represent for their
customers and must also play an important role in assessing whether or not specific regions, clients
and industries are safe. This assessment is based on their lines of business and investments. Given
that the business of financial institutions rests on the fragile public perception that banks are trustworthy,
banks are incentivized to follow the guidelines of these regulatory bodies.'?° This pressure represents

the concept of reputational risk and banks are motivated to avoid it.

De-Risking and Its Impacts

Following the reform of the financial system, there were multiple instances where major banks
were convicted of violating AML regulations. These convictions acted as further deterrence for other
banks to engage with clients that might represent a reputational risk.*3° The banks found to have violated
AML regulations, namely Standard Chartered Bank and HSBC, were fined billions of dollars and saw
their stock prices plunge to a point where the former was never able to fully recover.'®' The
consequences of non-compliance added pressure on banks to focus on risk avoidance. Financial
institutions now require their clients to be able to quickly provide any information to demonstrate that
they are complying thoroughly with the national financial regulations. This information is verified by

professional compliance officers on staff and a sophisticated AML reporting method.**? Banks now

ensure that they are aware of their clientsdé cl

pose a threat, leading to smaller access to the global market for multiple entities and individuals. While
each financial institution has its personalized method to address AML, the pressure to comply,

especially in relation to terrorism funding, may also lead to discrimination against clients33,

128 "Risk Management Expert 1." Interview by G. Plante. March 7, 2019.

129 "Risk Management Expert 1." Interview by G. Plante. March 7, 2019.

130 |pid

181 Treanor, J. (2012, August 14). Standard Chartered to pay $340m fine to New York bank regulator. Retrieved
from https://www.theguardian.com/business/2012/aug/14/standard-chartered-pay-fine-regulator

132 "Risk Management Expert 4." Interview by G. Plante. March 21, 2019.

133 |bid
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| mplications for Security and Stabi

Al f no MSB goes unbanked, no MSB gc
- Canadian MSB Association, 18 May 2018

Information and Avoidance

This report has already laid out the legislation and policy relevant to Canadian CTF strategies
andde-r i sking outputs. It has also establ i she-dskitghe gov
and its inability or unwillingness to provide concrete strategies to make changes. This subsection
hi ghlights the degree to which the governmentos f a
negative effect on anti-terrorism efforts.

There is an evident tension between the two security imperatives of Canadian financial security.
FINTRAC, in describing its purpose as a Financial Intelligence Unit (FIU), outlines (1) the need to keep
formal financial channels clean, and (2) the need to use formal channels for monitoring and detection
purposes.'3* Near wholesale divestiture of MSBs, therefore, highlights that the contentions between the
two yield an implicit bias for the first imperative, as a result of the incentives structures within the system,

as described in the Financial Institutions section above.

Understanding MSB Risks

Registered MSBs in Canada include hawalas, and already fall under a licensing regime for
remittances and other services in Quebec.® In theory, the registration and licensing processes, should
they operate effectively, serve to formalize MSBs. Strengthening licensing and registration has been
recognised by various provincial and federal government entities as necessary moving forward.'3¢ The
FATF has studied licensing and registration requirements globally to facilitate this and has
recommended that Canada to institute country-wide licensing of MSBs.**’

In the Canadian context, MSBs are perceived as particularly risky in terms of money laundering
activities.®®The FATFOs country assessment ildidésofthea M3Bdector hi g hl

B4EI NTRAC. #AFI NTRAC A-20 0 &bverfen of Canada,@Q1F, p. 2.

135FATF, Canada Mutual Evaluation Report, 78.

%pDepart ment of Finance CanadvaneylalRaderng and Anti-Gerrdist Rirmcciagd s Ant i
Regime. 0 2018.

137 FATF, The Role of Hawala, 45-49; FATF, Canada Mutual Evaluation Report, 78.

8FEATF. -Morey ltaindering and Counter-Terrorist Financing Measures - Canada, Fourth Round Mutual

Eval uat i oRATR Septentbér 2016, 3-4. Retrieved from http://www.fatf-
gafi.org/media/fatf/documents/reports/mer4/MER-Canada-2016.pdf
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at large, including the connection of MSBs to drug trafficking.**° O f FI NTRACG6s 2,466 di
2017-2018, 1,821 were related to money laundering and 447 to terrorist financing, with 198 related to

both.14° Prominent examples of money laundering by foreign nationals in Vancouver, has resulted in
movement towards implementation of a registry for MSBs in the province.'*! In addressing Canadian

security concerns, attention to MSBs is therefore not necessarily unwarranted.

However, there is a notable degree of consensus among various government entities and
international organisations as to the evidence of systemic and disproportional de-banking of MSBs.'#?
On the other hand there is some documentation suggesting more could be done on the part of some
MSBs to present themselves as diligent about compliance, and to develop trust-based relationships
with banks.'*® There can, naturally be difficulties with how cost-intensive these reforms could be on
small and medium sized businesses, with estimates among our network hovering around $15,000
(CAD) for annual audits since 2008.144 This is perhaps one indication among many of why certain larger
MSBs appear to have a higher likelihood of sustaining formal banking relationships. Nevertheless, the
MSB owners interviewed for the purposes of this report stated that there have been casualties even
among compliant and business savvy owners, with implications for Canadian jobs explored in other

sections.

Dispelling Hawala Myths

In understanding the security risks of hawalas, including those operating the context of conflict
affected and fragile states like Somalia, Afghanistan and Syria, it is important to differentiate between
real risks and the uncertainties that arise from insufficient or misinformation.'*®> The term hawala refers
to the historical and often informal money transfer systems popular in parts Asia, Africa and the Middle
East, which essentially transfer funds without the direct movement of money for that specific transaction.
It is important to note that hawala systems are often used by diaspora communities of these regions,
including Somalia, and are subject to de-banking as a result of persistent myths in the sector. The FATF
has published literature on hawalas, and money laundering and terrorist financing crimes that outlines
these myths.

139 FATF, Canada Mutual Evaluation Report, 16.

1490 FINTRAC, Annual Report 2017-2018, 3.

141 FATF, Canada Mutual Evaluation Report, 16; See Legislation section above for further detail.

142 Canadian MSB Association, Submission of Comments; Department of Finance, Re vi ewi ng Canadaos
Money Laundering and Anti-Terrorist Financing Regime.

“WAnonymous, Al nterview with Senior AML/CFT Professional
by Laura Kennedy, Jewel Daley and Gita Goolsarran. Munk School of Global Affairs and Public Policy, 12

March 2019.;

YAnonymous, #Alnterview with Anonymous MSB owner (12 Mar ¢
Erica Roa and Emily Schepers, Munk School of Global Affairs and Public Policy

145 Interviews have mentioned issues with these other states.

33



Such myths include the assumption that hawalasar e fAanci ent and static, O
only in remittance transfers.14® Both myths have implications for the ability of these businesses to comply
with regul ations. Ot her myths include that they ar
high-risk.!#’ In reality, many hawalas rely on their good reputations and keep detailed and accessible
records, often stored on digital databases.'*® Differences in legal and regulatory requirements and
evolution of businesses means hawalas vary across countries and time in terms of transaction
processes, recordkeeping and databases.*°

Understanding hawalas a s Aformal o financi al institutions
understanding of these entities among many in the financial services industry. However, the cultural
heritage of the institutions for a particular community need not detract from the processes of adoption
of standards, technologies and practices that some hawalas have undergone. Persistent hawala
Aimyths, 0 therefore, may be unintentionally increasi

in our network who are both Somali hawalas and formal Canadian MSBs.

Addressing Cash-Intensive Transfer

The resources required for MSBs to present as
perception, have increased since the PCMLTFAOG6s int
the varying abilities of MSBs and financial institutions to meet the additional time and monetary
requirements have important implications for Canadian security.

According to comments submitted by the CMSBA on the PCMLTFA review, not only has the
MSB sect ormobseae ne nit aibkeel,| bytoa cohsequence of de-banking has been that
transactions within the MSB sector have become incr
forced into transact i n%Y Thismaises issues wkhl selfsreportimgaam aderé o
declarations, and the transfer of value laden products such as jewelry.?®! Transfers are therefore
increasingly vulnerable and opaque to financial intelligence, thereby pushing the responsibility of
monitoring disparate elements of single bulk transfers across the jurisdiction of different security

services.1%2

“WEATF. fAThe Role of Hawala and Other Similar Service Pr
Fi n an ¢cATR,@ctaber 2013, 19. Retrieved from http://www.fatf-gafi.org/media/fatf/documents/reports/Role-
of-hawala-and-similar-in-ml-tf.pdf

147 1bid, 20.

“YAnonymous, Alnterview with Anonymous MSB owner (16 Mar ¢
and Jewel Daley, Munk School of Global Affairs and Public Policy, 16 March 2019.; FATF, The Role of Hawala,

19.

149 EATF, The Role of Hawala, 45-49.

150 Canadian MSB Association, Submission of Comments, p. 4.

51 bid, pp. 2-4.

152 Helmrich, Interview (26 February 2019).
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Financi al intelligence from banks, whil e not p

strategies in combating illicit financial flows and transnational organised crime. Canadian public-private
partnerships (PPP) between Government and banks have had successes in this regard, including
Project Protect on human trafficking and Project Chameleon on drug trafficking.'>®* However, cash
intensive transfers present complications to the tracking, monitoring and regulating of money flows in
and out of Canada. Banked MSBs are monitored and regulated, and transactions inside this framewaork

are within the line of sight of banks, FIUs and security services.

Challenges for Financial Intelligence

Concerns and challenges related to the privacy of Canadians have been highlighted over the
course of our research process.®* First, privacy anchors the concerns of citizens on the operational
end of KYC information gathering. While this process is important, increases in KYC and identification
requirements for compliance mean that appropriate measures should be taken to maintain the privacy
of citizens, as explained by the CMSBA.**® Second, privacy requirements for bank clients, both current
and divested, have been said to create challenges in dealing with repeat offenders.*® This report,
nevertheless, emphasizes that these requirements are important despite the fact that they add
challenges for banks, because they protect legitimate individuals and businesses.*®” Similarly, privacy
of FIU lists has been raised as a difficulty but is nevertheless required. %8

Additionally, there is some indication that the comprehensiveness of risk assessment

procedures used by banks may vary, likely due to time and resource constraints under increased

pressures to produce enhanced numbers of suspicious transaction reports (STRs).***F | NTRA C6-s
2016 Departmental report cites a 24 percent increase in suspicious transaction reporting in that year,

and 63 percent over the five year time period.®® There appears to be a discrepancy between the
resources required for financial institutions to develop or institute appropriate strategies and

153 FINTRAC, Annual Report 2017-2018, 5.

154 Department of Finance Canada, Reviewing Canada, 31.; Canadian MSB Association, Submission of

Comments, 3

155 Canadian MSB Association, Submission of Comments, 3.

®Anonymous. #dAlnterview with AML/CTF Professional (24

Gita Goolsarran, Munk School of Global Affairs and Public Policy, 24 March 2019.

157 Anonymous, Interview (24 March 2019).

1%8 |bid.

Anonymous. flhntAeMLV iCeTW wWir of essi onal at one of the
Gita Goolsarran and Vanessa Hayford, 11 March 2019.; Anonymous, Interview (12 March 2019).

OF|] NTRAC. fADepartment al RarlfEGINTRAT NovembRre@ 6, 81 Rei@vdadFrom
http://www.fintrac-canafe.gc.ca/publications/dpr-rmr/2015-2016/dpr-rmr-eng.asp
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methodologies for STRs, and the resources institutions can be willing or able to expend towards that

end, despite apparently strong |lines of ¥ommunicat.i
As a conseguence, this report acknowledges the possibility of inconsistencies in investigation

and reporting standards in the AML/CTF regime across banks, specifically, with respect to the level of

AML/CTF compliance procedures, KYC investigation, and even enhanced due diligence procedures for

hi gher fAvalueodo client s. rdpartmakes nd clapms thdt suohtincansistenciest e t h ¢

in the Canadian context exist; rather, it questions the risks to the quality of the overall financial

intelligence received by FINTRAC and the RCMP should this be the case. It should be noted that in

2018 FINTRAC achieved a 92 percent effectiveness rate for reports passed onwards to other

intelligence agencies globally.1®> However, the entity receives a staggering 16 million reports per

year.1®® A 2017 Royal United Services Institute for Defence and Security Studies (RUSI) report, which

discusses the effectiveness of Canadian and other public-private partnerships in CTF, states that 80-

90 percent of STRs were of fAno i mm¥dhisndieateythatthee t o

burden of any quality concerns for Canadian financial intelligence and law enforcement, including

extensive and accurate screening processes for intelligence, would be felt within the financial

intelligence unit (FIU) and law enforcement entities. 6

| mplications for Devel opment

Extremism

A reduction of remittances to Somalia may also have negative impacts for extremism in the
country. In this way, policies that led to the closure of MSB accounts may actually be counterproductive,
and may @Al ead to the f possibleedicalizatign of\average Sonrales who rety n d
on these services f%Thesd rénmittances,dvhidhthg Somali popilatioa had been
receiving for decades, have been used for both state-building efforts and supporting the day-to-day
lives of many in Somalia. While we can confirm remittances are still reaching Somalia in one way or

another, the closure of MSB accounts has blocked an estimated $400 million to $1 billion USD from

161 Anonymous, Interview (11 March 2019); Anonymous. Alnterview with AML/CTF
Five (28 February 2019) . dyahdGiteeGoasaremn 28d-ebbusry 2050 ;,uANcymMidLes,n n e
Interview (26 March 2019).

162 FINTRAC. Annual Report 2017-18, 4.

163 Anonymous, Interview (26 March 2019).

B Maxwel |, Nick J. and Artingstal | ,-ShBrmmyPRadinershipslimtee Rol e of |
Di sruption of Crime.0 Occasional Paper, Roy-ilFigurei t ed Ser
according to interviews conducted with financial intelligence unit heads.

165 FINTRAC. Annual Report 2017-18, 4.

166 Medani, Khalid M. "Financing Terrorism or Survival? Informal Finance and State Collapse in Somalia, and

the US War on Terrorism." Middle East Report, no. 223 (2002): 2-9. doi:10.2307/1559456. p. 3.
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formally entering the country.” For those relying on these remittances for daily survival, this could have
a severe negative impact.

The barriers to the transfer of remittances may ultimately leave individuals more susceptible to
extremism in the country. Many Somali refugees and asylum seekers have fled to Kenya; however, with
the introduction of the voluntary repatriation process in May 2016, 33,178 people had returned to
Somalia in 2016 alone.'®® The UNHRC found that only 25 percent of these returnees were willing to
return.'® Many citing forced recruitment into armed groups as a substantial fear.'”® Lastly, al-Shabaab
control over various areas of Somalia means they can also control the flow of aid and resources into
those areas.'’! Because of this they effectively have a way to control these populations, and therefore
people may be forced to engage in al-Shabaab activities out of necessity rather than choice. When
interviewed, former al-Shabaab fighters claimed that economic factors were the most significant
reasons for joining the extremist group over religious motivations.'’? With the closure of MSB accounts
leading to increased hardship amongst communities in Somalia due to decreased remittances, the de-
risking efforts that drove the closure of MSB accounts in the first place may actually be

counterproductive to the goals of reducing extremism.

Impact on Development in Somalia

A once overlooked source of ai d, remittances ar

aspect of development assistance.'”® Remittances are also used to contribute to economic stability and
business growth across developing countries.’* They are used for savings, land or housing purchases,
business development, agriculture, and investments in public goods such as education and

healthcare.’® More specifically, diaspora remittances have been known to fund development initiatives.

For instance, one way this is done is through dAhon
167 |bid.

168 Amnesty International. i Nowher e el se to go: Forces returns of Somal
K e n y(20d6). Accessed March 20, 2019,

https://www.amnesty.org/download/Documents/AFR3251182016ENGLISH.PDF

169 |pid.

170 |bid.

171 International Crisis Group. fi | nst r u neeinnt s( lolfl )P: Conf | i c t(2067n AcceBsadmi ne i n S
March 20, 2019, https://d2071andvipOwj.cloudfront.net/b125-instruments-of-pain-iii. pdf.

172 |nstitute for Security Studies. i Radi cal i s-<Ehabaahndeal ui t (2614)t AcdessedSo mal i a0,

March 19 2019, https://issafrica.s3.amazonaws.com/site/uploads/Paper266.pdf.

ARemittances are t hr eheow icnaens tghreeya tgeldine Guhedian. Mayi tif 20k6.r ? o

Accessed March 21, 2019, https://www.theguardian.com/global-development-professionals-
network/2016/may/11/remittances-three-times-greater-aid-sdgs.

174 1bid.

175 Grabel, llene. "Remittances: Political Economy and Developmental Implications." International Journal of
Political Economy 38, no. 4 (2009): 86-106.
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together funds for development projects in their homelands.'’® In Somalia, Oxfam Novib, the Dutch

office for Oxfam had previously set up partnerships with Somali diaspora in the Netherlands to fund

development projects.’” Diaspora remittances for development aid in Somalia continues to be

important, however MSB account closures are making this more diff i cul t . Whil e Somal

government is considered the most stable it has been in twenty years, and the country is making both

socioeconomic and political progress, MSB account closure may jeopardize this.?’® The UN

representative to Somalia has statedt hat t his fAimomentum %eeds to be su
Lindley (2009) notes that there are three main ways that MSBs facilitated the transfer of

development aid to Somalia. First, aid agencies relied on this for the transfer of salaries and project

money. Second, development actors in Somalia had begun to see MSBs as private sector partners and

Apotenti al constituencies for peace. 0 Third, t he

development initiatives.'®® The Somali diaspora has been active in various development initiatives

including education, health, and other community projects.8! Further to this, the civil war in Somalia led

to a significant amount of brain drain.'®? Thus, the diaspora is interested in facilitating knowledge

transfer.!®® See below for examples of diaspora funded development projects:

176 |pid.

"Orozco, M., & Rouse, R. AMigrant hometown associations
p e r s p e MigratisnePolioy Institute. February 1, 2007. Accessed April 3, 2019,
https://www.migrationpolicy.org/article/migrant-hometown-associations-and-opportunities-development-global-

perspective.

"ASomalis fear Barclays c¢cl osur e dte Guaedian. Juhe®4 2083. account s |
Accessed March 20, 2019, https://www.theguardian.com/global-development/2013/jun/24/somalis-barclays-

remittance; i Somal i a r i si n gAfritarRenewal Apel 2046s Aceesséd, March 13, 2019,
https://www.un.org/africarenewal/magazine/april-2016/somalia-rising-ashes.

179 |pid.

180 | indley, Anna. "Between 'Dirty Money' and Development Capital: Somali Money Transfer Infrastructure under

Global Scrutiny." African Affairs 108, no. 433 (2009): 519-39.

181 Lindley, Bet ween 6Dirty Mmentecagpida. and Devel op

BAaBrain drain is the migration of skilled human resour c¢
LaPorte, R. E. (2005). Brain drain from developing countries: how can brain drain be converted into wisdom

gain? Journal of the Royal Society of Medicine, 98(11), 4871 491. doi:10.1258/jrsm.98.11.487
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Examples of diaspora development aid in Somalia:

o Nomad International, an organization funding health and education development in Somalia.

o Sabar, an organizational project working to rehabilitate vulnerable and marginalized groups.
They had raised $100 000 from 2000-2008.

o The Markabley Relief and Development Trust, a charity working to build a University in
Somalia.

o Horn Relief, an international NGO that uses diaspora support to implement programming
across Somalia.t

o Edna Adan Ismail, a member of the Somali diaspora who studied in the UK and has engaged

in many initiatives including the creation of the Edna Adan Maternity Hospital which also
works to train nurses to provide maternal health care across rural Somalia.!

Gendered Impact in Somalia

Reducing gender inequality in developing countries can partially be achieved through financial
inclusion as this leads to economic empowerment.8 Women can also be a driver of economic growth,
through increased labour production and alternative spending patterns when compared to men. For
instance, women tend to use money fAfor human®devel
Unfortunately the closure of MSB accounts has exacerbated inequalities faced by Somali women.

For the 40 percent of vulnerable people in Somalia who rely on remittances, the highest
percentage is remitted to women led households.?®*As Somal i women are odrss en Vi
peacekeepers, innovators, [and] provider® Bormame i mp e
women in Somalia, remittances are their only source of income. According to Dr. Shukria Dini, Founder
of the Somal:i Women 6s  Schlly thoe diffieilhes aceessingvexistiegnfinancialp i
systems, lack savings, and are viewed as riskier loan recipients.® Thus, remittances are vital to the
economic empowerment of women.8°

Further, decreased humanitarian aid also has a disproportionate impact on women in Somalia.

As with decreased resources comes more burdensome responsibilities. As women will typically take

care of their families before themselves, they are usually the last to be helped, if at all. For instance,

184 Durner and Shetret. (2015)

185 |bid, p. 22.

186 Durner, Tracey and Shetret, Liat. Understanding Bank De-Risking. Pg. 58; Nairobi Form for Research, Policy

& Local K nRemittaecd tgarsfers fo Somalia: Keeping the lifeline open.6(2013). Accessed March 31,

2019.

¥"Chege, Alexandra. #Alnternational Womends DayQxfalRemi tt an:«
International. (2019). Accessed April 1, 2019, https://blogs.oxfam.org/en/blogs/15-03-06-international-womens-
day-remittances-are-lifeline-women-somalia.
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